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Gain Mastery-Level Security
with CASP+ Certification

QUALIFIED EMPLOYEES

CASP+is the only hands-on, performance
certification for practitioners - not managers
-at the advanced skill level of cybersecurity.
The CASP+ exam confirms an individual’s
ability in the following competencies:

- Enterprise Security Architecture

- Risk Management

« Enterprise Security Operations

- Technical Integration of Enterprise Security

- Research, Development and Collaboration

CASP+ covers the technical knowledge and skills
required to conceptualize, engineer, integrate
and implement secure solutions across complex
environments to support aresilient enterprise.

DOD 8570/8140 APPROVED

CASP+is compliant with ISO 17024 standards
and approved by the U.S. Dept. of Defense to
meet |A technical, management and system
architect/engineer certification requirements.
CASP+ gets you compliant with DoD 8570/8140
IAT I1I, IAM 1l and IASAE | & Il job roles.

The U.S. Dept. of Defense asked CompTIA to
create CASP+in order that senior-experienced
personnel who must comply with the DoD
8570/8140 requirement have a CompTIA
certification option to choose.

Power youragency’s fight against cyber
threats with CompTIA Advanced Security
Practitioner” (CASP+) certification.

CLOUD COVERAGE

Delivering services efficiently and achieving cost
savings are the top two drivers of cloud adoption
in government. Double-digit growth in government
use of public cloud services is expected, with
spending forecast to grow on average 17.1%
peryear through 2021.* Cyber professionals are
needed to secure the cloud. CASP+ certification
proves readiness for these cloud roles.

DAMAGE CONTROL

Organizations that fully deploy security automation
were found to have saved approximately $1.5
million perincident. A certified workforce is
essential to protecting an organization’s network **

“CASP+ tests
your ability to
implement the
knowledge of
Security+and
the policies of
CISSP ina
vendor-neutral
setting”

WEYLIN PIEGORSCH,
U.S.NAVY VETERAN

DoD Approved IA 8570/8140 Baseline Certifications

A+ CASP+ CISSP (or
Network+ Segafi% . (:SySSCAP+ CISA Associate)
SSCP 4 GCIH

IAM Level | |__amieveln §  iAmLevelil |

CAP CASP+ CISM
GSLC CAP CISSP (or
Security+ GSLC Associate)

GSLC
CISM
CISSP (or Associate)

IASAE Level | IASAE Level Il IASAE Level Il

CASP+
CISSP (or Associate)

CASP+
CISSP (or Associate)

CISSP - ISSEP
CISSP - ISSAP



CompTIA Advanced Security Practitioner (CASP+)

for Government Agencies and Contractors

Employees certified with CASP+ are
qualified for these positions and more:

- Cyber Security /IS Professional - Cybersecurity Risk Analyst

- Information Security Analyst - Security Engineer

- Security Architect - Application Security Engineer
« IT Specialist INFOSEC

Advanced Cyber SKkills

The CASP+ certification exam includes hands-on performance-based questions that require
successfully operating in simulated network environments.

WHAT’S INCLUDED IN CASP+ CERTIFICATION (CAS-003)
- Enterprise security domain expanded to include operations
andarchitecture concepts, techniques, and requirements

Jobs for
Information

- More emphasis on analyzing risk through interpreting trend data and
anticipating cyber defense needs to meet business goals

- Expanded security control topics to include mobile and small form factor [\ @ Securlty
devices, as well as software vulnerability oy Nl Analysts are

- Broader coverage of integrating cloud and virtualization proj ected to
technologies into a secure enterprise architecture grow 28%

« Inclusion of implementing cryptographic techniques, such as A for the 10
Blockchain-Cryptocurrency and mobile device encryption \S;:.;’_“W; year per]od

- 90 questions maximum 2016-2026.

+ 165 minutesin length

BLS

- Pass/Fail only. No scaled score

CASP+ Exam Prerequisites:

Q
= }“ Ideal candidates should be

IT security professionals

1. Choose a training option 2. Get familiar with the exam 3. Test ith 2 mini £10
Instructor-Led - Download the exam objectives - Locate aPearson VUE S m/n/mum -
Self-Study . Review sample questions testing center near you S Ofe,xpe”er?ce

- Go to Certification. from the exam and take the CASP+exam (SGminSEEton
CompTIA.org/training - Go to Certification. * Gotohome.pearsonvue. andatleast 3 years of
CompTIA org/casp com/test-taker.aspx hands-on security in an

enterprise environment.

Learn more: Certification.CompTIA.org/casp
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*Understanding Cloud Adoption in Government, April 2018
*%2018 Cost of a Data Breach, Ponemon Institute



